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Fortinet is one of the largest 
cybersecurity companies in 
the world.

Founded: October 2000

Founded by: Ken Xie and Michael Xie

Headquarters: Sunnyvale, CA

Fortinet IPO (FTNT): November 2009

Listed in both: NASDAQ 100 and S&P 500 Indices

Member of: 2023 Dow Jones Sustainability World 
and North America Indices

Global Customer Base

750K+
Customers

2023 Billings

$6.4B+
(as of Dec. 31, 2023)

Market Capitalization

$52.1B
(as of March 31, 2024)

Security Investment 

Grade Rating:

BBB+ Baa1

>50%
Global Firewall 

Shipments

~$2.5B+
Investment in Innovation 

since 2017, with 91% R&D
(as of Dec. 31, 2023)
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AI / Machine Learning

Trillions
of events

FortiGuard Labs

FortiGuard AI-Powered Security at Breadth and Scale

Broad Coverage
Telemetry across millions of Fortinet 

endpoints, networks and applications 

Broad Protection
across millions of Fortinet endpoints, 

networks and applications 

Unknown Query

Sandbox

Endpoints

Emails

Network 
Security

Web

Verdict

Early Detection & Response

6M
Firewalls

3M
Web 

Gateways

20M
Emails

10M
Endpoints

5M
Sandbox
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World’s Most Powerful Networking Security Operating System

Cloud

Switch

URL

NGFW

5G

Segmentation

SWG

ZTNA

Inspection

SD-Branch

SASE

VPN

SD-WAN

CASB

IPS

Virtual

Hyperscale

Low Latency

FortiLink

NAC

Antivirus

Sandbox
DLP

WiFi

Routing

FortiOS has been developed organically supporting 30+ networking and cybersecurity 

functions
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FortiSP5 concurrently supports 2x more applications than the previous generation

FortiASIC Accelerates FortiOS Functions

SP2 SP3 SP4

Anti-Malware

Firewall

2 apps
Anti-Malware

Firewall

IPS

IPSEC

4 apps

IPS

IPSEC
Anti-Malware

Firewall

NGFW

SD-WAN

SSL

7 apps

SP5

SD-WAN

SSL
NGFW

IPS

IPSEC
Anti-Malware

Firewall

Secure Boot

SD-Branch

Zero Trust
OT

5G

Edge Compute
VXLAN

14 apps

With More New 

Applications 

Added Each 

FortiOS Release



6© Fortinet Inc. All Rights Reserved.

Secure Networking

Converge security and 

networking to protect 

every edge and device

Unified SASE

Secure users anywhere 

and applications on any 

cloud

The Only Cybersecurity Platform Delivering Unprecedented Integration and Automation

The Fortinet Security Fabric Platform

Cloud Firewall

WAF

Access Management

AI-Driven Security 

Operations

AI-driven security operations 

to detect, investigate, and 

respond to threats

SIEM

SOAR

EDR/XDR

NDR

Deception

Email Security

Network Firewall

Wireless & Wired 

LAN

5G

OT Security

NAC

SD-WAN

SSE

Single-Vendor SASE

ZTNA

DEM

One Operating System

AI-powered Security Services

One Management Plane

One Analytics Engine

Unified Endpoint Agent
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NIS2 Directive Flow of Stakeholders Responsibilities

Competent Authority

Provide

Regulations and 

guidance

 for EEs and Ies

(e.g., BSI, ANSSI, 

INCIBE, DIS, …)

Country 

CSIRT

EU NCSS 

contributing 

countries

CRITICAL 

INFRASTRUCTURES

Member States

Energy Wastewater Healthcare

Drinking water
Supply & 

Distribution
Banking

Financial 
Market

Digital 
Infrastructure

Transportation Space

Public 
Administration

Waste 
Management

Digital 
Distributors

Postal & Courier 
Services

Chemicals, 
Production, 

Processing & 
Distribution

Production & 
Manufacturing

Food, Production, 
Processing & 
Distribution

• MedTech Products

• Computers, 

electronics, Optics

• Electrical Appliances

• Motor Vehicles

• Industrial 

Machines

• Other transports

Member states are required to transpose NIS2 into national laws by Oct 17th 2024
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NIS2 Compliance pillars for EEs & IEs
N
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Management 
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Policies on risk analysis and information system security 

Incident handling

Business continuity, Disaster Recovery, and crisis management

Supply chain security

Network Security, Systems Security & Vulnerability Management

Policies & Procedures to assess the effectiveness of risk management measures

The use of cryptography and encryption

Basic cyber hygiene practices and cybersecurity training

Human recourses security, access control policies and asset management 

Multi-factor authentication or continuous authentication solutions, secured voice, video 

and text communications and secured emergency communication systems
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Integrated Security Platform for Automation, Orchestration, and Compliance

A NIS2 Technology Mapping for Compliance

Single Pane 

Management

Threat 

Intelligence

Interoperability

Asset Management

Access Control to 
Networks & Assets

Segmentation, 
Protection & Response

Events, Alerts and 
Incident Detection

Risk Management

FAC ClientNACNGFW Tokens

NAC NGFW APISIEM

NGFW TokensXDRWIFISwitch

DeceptionSandBoxSIEM AnalyzerSOAR

SIEM AnalyzerManager

Access

Control

Network 

Segmentation

Risk 

Management

Logging &      

Monitoring

Asset

Management
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Cerinte minime OSE – Ghid DNSC 

Link ghid
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FortiSIEM mapare cerinte NIS
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FortiSIEM Seven Strengths

Security & Operational 

Intelligence
• Visual Analytics

• Dynamic Dashboards

• Inline Reporting

• Mobile Ready

Superior Architecture
• Unified, HW and VM, single data lake

• Multi-Tenant (Service Provider Ready)

• Scale Out Architecture

• Role-Based Access Control

Infrastructure Discovery
• Relationships Discovery

• Comprehensive - Physical, Virtual, Cloud

• Automatic CMDB

• Ping, L2, Range, Smart, AWS Scan

Behavioural Anomaly Detection
• Baseline & Trend Analysis

• Outlier/Anomaly Detection

• Flow Analysis 

• Statistical Anomaly Based

• UEBA

Compliance & Audits
• Compliance Management Dashboard

• Compliance Reports-SOX, HIPAA, PCI, etc.

• Built-in compliance rules and widgets

Next-Generation SIEM
• Cross-Domain Event Correlation

• Discovery Driven Event Context

• File Integrity Monitoring

• Dynamic Identity and Location

Performance & Availability
• Discovery Driven

• Configuration Change Detection

• Custom Monitoring

• Synthetic Transaction Monitoring

• Business Service SLA
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CMDB Overview

Device Summary

Auto Asset 

Discovery

& 

Auto Asset 

Categorization

Configuration 

Auditing

Device Detail
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CMDB Business Services

• Group disparate devices

• Monitor via dedicated dashboards

• Report, alert and monitor critical 

services
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CMDB Performance and Availability Monitoring

Performance Data

Additional Data

Health Summary
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Simplify and automate critical analyst activities that require advanced expertise and valuable time

Fortinet GenAI Advisor

Interpret security incidents
Analyzes incidents and alerts, 
malware, threat actors, and more

Analyze this incident and tell me what action to take

Tell me about this malware and the attackers who use it

What IOCs are associated with this attack campaign?

Simplify FortiSOAR playbook creation
Provides guidance on playbook templates, 
expressions, and builds entire playbooks

•Create a playbook to block an IOC list on the corporate firewalls

•Build a playbook to hunt for IOCs from this attack campaign

•What is this playbook is doing at each step?

Build FortiSIEM queries & reports
Provides relevant keywords, operators, 
filters, and aggregations to easily 
construct queries or reports 
•Create a report of events per critical incident of the last 30 
days

•Create a report to show the source IP, destination IP and 
total number of events where the reporting device IP belongs 
to the Firewall device group 

Recommend remediation actions

Suggests threat remediation plans, 
including FortiSOAR playbook 
recommendations 
•What blocking activities will help contain this incident? 

•Recommend response playbooks for this alert

•What MITRE techniques does this threat actor employ?

Advisor



17© Fortinet Inc. All Rights Reserved.

Interpret logs and incidents, suggest actions, build rich queries and reports using natural language, and more…

GenAI Assistant for FortiSIEM

• Analyze this incident and tell me what action to take

• What blocking activities will help contain this incident? 

• Create a report of events per critical incident of the last 30 days

• Get the latest known vulnerabilities in my environment         
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FortiSOAR mapare cerinte NIS
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Centralize, Standardize, and Automate IT/OT Security Operations

Using SOAR with AI to Speed Automation Processes

Typical ROI for FortiSOAR is < 6 months

Zip → Artifacts 

Detonation Engine → Sandbox

IOC → Indicators of Compromise
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Asset &Vulnerability Management

• IT/OT tailored Asset Discovery

• Zone/Level Context based on 
Purdue Model

                     

• Integrations with 3rd party 
Vulnerability Management vendors

                

• Vulnerability Management and 
Orchestration

SIEM NACNGFW
API

SOAR

Asset Inventory with context

Several Technology … Product Integration & Process Automation are key
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Incident reporting to CSIRT
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Reporting to Board
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• Collaboration between OT, IT, 
Safety, Engineering and Legal 
teams

• From NIS2 Directive perspective 
Incident reporting obligations 
needs to be met in tight deadlines.

• Helps to consolidate all the 
artifacts and Indicators of 
compromise

• Easy to track all the vulnerable 
and compromised assets, helps in 
faster containment and 
remediation

Crisis Communication
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FortiEDR mapare cerinte NIS
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• Kernel-based EPP/EDR client

• Lightweight agent

• Superior visibility

• Evasion resistant

• Support for legacy OSes and hybrid 
environments with feature parity

• Ransomware-proof code tracing

• Multi-Data lake without need of 
replication with flat licensing

• Fully integrated with rich API base

• Superior automated response options

• Complemented by managed services

Cloud-Native Endpoint Protection, Detection & Response

FortiEDR Design Principles
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High Marks From 3rd Parties

4.7/5.0
Garner Peer Insights

Zero
Delayed Detections

95%
Analytic Detection 

Rate

98%
Overall Sub-Technique 

Detection

75/75
General Attack

25/25
Targeted Attack

100%
Protection Accuracy

Only Outperforming 
Leader

95%
Customers Recommend Solution



27© Fortinet Inc. All Rights Reserved.

FortiRecon mapare cerinte NIS
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The Ever-Expanding External Threat Landscape

Perimeter Exposure

External Exposure

Misconfigured 
assets

!

Exposed services

Rogue 
mobile apps 

Phishing

Fake social media 
accounts

Apps

Users

Fraudulent domains

!

Vendor / Supply chain
 risks

!

Leaked credentials

Brand 
impersonation

Expiring Certs

Vulnerable 
applications

!

Websites

OT

Executive 
Data 

Leakage

Code & 
Storage 
LeakageThreat Actors

!
√

SOC Analyst

Servers

Ransomware

Data

Endpoints

IoTs
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FortiGuard Global Threat Landscape Report

Source: https://www.fortinet.com/resources/analyst-reports/threat-report-2h-2023
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Brand Protection
Detect Brand Impersonation, web site 

typo-squatting, rogue applications

+

Digital Risk Prevention Service

Mitigating risks to your external 

attack surface

FortiRecon - Understanding Your Posture

External Attack 
Surface Management
Monitor and remediate external attack surface

+

Adversary Centric 
Intelligence
Curated FortiGuard Threat Intelligence

External 

Attack 

Surface 

Management 

Reconnaissance Weaponization Delivery Exploitation Installation Command 

& Control

Action on 

Objectives

Adversary 

Centric

Intelligence 

Brand

Protection 

Pre-Attack
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