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Fortinet is one of the largest

cybersecurity companies in
the world.

Founded: October 2000

Founded by: Ken Xie and Michael Xie
Headquarters: Sunnyvale, CA

Fortinet IPO (FTNT): November 2009

Listed in both: NASDAQ 100 and S&P 500 Indices

Member of: 2023 Dow Jones Sustainability World
and North America Indices

Global Customer Base

750K+

Customers

2023 Billings

$6.4B+

(as of Dec. 31, 2023)

Market Capitalization

$52.1B

(as of March 31, 2024)

>50%

Global Firewall
Shipments

~$2.5B+

Investment in Innovation
since 2017, with 91% R&D
(as of Dec. 31, 2023)

Security Investment
Grade Rating:

BBB+ Baal




FortiGuard Al-Powered Security at Breadth and Scale

Broad Coverage _ Broad Protection
Telemetry across millions of Fortinet Early Detection & Response across millions of Fortinet endpoints,
endpoints, networks and applications

networks and applications
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World’s Most Powerful Networking Security Operating System

FortiOS has been developed organically supporting 30+ networking and cybersecurity

functions
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FortiASIC Accelerates FortiOS Functions

FortiSP5 concurrently supports 2x more applications than the previous generation

SD-Branch
Zero Trust
oT
5G
Edge Compute

VXLAN .
With More New

Applications

SIDRLA. Added Each
ssL

NGEW FortiOS Release

IPS

= IPS RS
IPSEC IPSEC

Anti-Malware Anti-Malware Anti-Malware AntijMaIware
S Firewall Firewall Firewall

SP2 SP3 SP4 SP5
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The Fortinet Security Fabric Platform

The Only Cybersecurity Platform Delivering Unprecedented Integration and Automation

A N ™
Secure Networking Unified SASE Al-Driven Security
Converge security and Secure users anywhere Operations
networking to protect and applications on any Al-driven security operations
every edge and device cloud to detect, investigate, and

respond to threats
® / ® J ® )

Network Firewall SD-WAN Cloud Firewall SIEM

Wireless & Wired SSE WAF SOAR
LAN Single-Vendor SASE Access Management EDR/XDR
5G ZTNA NDR
OT Security DEM Deception
NAC Email Security
)
One Operating System
One Management Plane
One Analytics Engine
Unified Endpoint Agent
Al-powered Security Services
v,
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NIS2 Directive Flow of Stakeholders Responsibilities

NIS

DIRECTIVE

Member States

EU NCSS
m m contributing
” countries
v
~  Country
CSIRT
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Proactive supervision.

Energy \WESENEES

Healthcare

Drinking water
Supply & Banking
Distribution

Financial
Market

Digital

Infrastructure il

Public
Administration

J

Reactive supervision.

WESE
Management

Postal & Courier
Services

Production &
Manufacturing

. MedTech Products

. Computers,
electronics, Optics

. Electrical Appliances

Digital
Distributors

Chemicals,
Production,
Processing &
Distribution

Food, Production,
Processing &
Distribution

. Motor Vehicles

. Industrial
Machines

. Other transports

Competent Authority

Provide
Regulations and
guidance
for EEs and les
(e.g., BSI, ANSSI,
INCIBE, DIS, ...)

Member states are required to transpose NIS2 into national laws by Oct 17th 2024
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NIS2 Compliance pillars for EEs & IEs

- Policies on risk analysis and information system security

Cyber Risk
Management
Measures

- Incident handling

- Business continuity, Disaster Recovery, and crisis management

Cooperation &
Information
Sharing

- Supply chain security

~ Network Security, Systems Security & Vulnerability Management

- Policies & Procedures to assess the effectiveness of risk management measures

Measures

-~ The use of cryptography and encryption

- Basic cyber hygiene practices and cybersecurity training
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- Human recourses security, access control policies and asset management

Multi-factor authentication or continuous authentication solutions, secured voice, video

® 8 . . . .
... and text communications and secured emergency communication systems
Process Technology V=0 1SO/IEC 27001:2013 ISA/IEC 62443 Standards Series P NERC NIST 1 C2M2
b -2 @ J Information technology — Security = | EC Industrial Automation and Control ~ INIISST 4= Cybersecurity Framework clr SP 800-82 R
er=thy Requ“men::‘“"" systems — WSS 5y stem Cybersecurity Standards /oo
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A NIS2 Technology Mapping for Compliance

Integrated Security Platform for Automation, Orchestration, and Compliance
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22 - Raport inciderte C2 - Managemertul
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BNSRS| s CSIRT National

B - Managementul configuratiei
retelelor si sisternelor informatice

B2 - Managemertul suportilor
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FortiISIEM mapare cerinte NIS

Domeniu

Sub-domeniu =

Masura securitate

Implementare =

Solutie Fortinet

A Guvernanta

A1 Managementul securitatii informagiei

A2 Aereditarea de securitate

A1 Acreditarea repelelor si sistemelar informatice

FortiSIEM poate genera rapoarte predefinite de tipul: PCIL COBIT, S0, IS0, 150 27001, HIFAA, GLEA, FISMA, NERLC,
GFG13, SAMNS Critical Contral, MISTS00-53, and MISTS00-171

.14 Indicatari de securitate

A1 Indicatori de securitate

FortiSIEM poate furniza indicatori de evaluare a securitatii

A18 Gestionarea activelor

A191 Inventariereasi gestionarea activelor

FartiSIER pentru CMOE inclus
FortiRecon pentru scanare vulnerabilicati externe
FartiClient pentru vulnerabilitate 13 nivel de statii de lucr
InFartiCare se pot wedea vulnerabilitatile cunoscute pe echipamente Fortinet

A2 Managementul ecasistemului

A2 Cartografierea ecosistemului

A2 Descrierea ecosistemului

FartiSIEM - CMOB & Business services

A22 Relatiile Ecosistemului

A221 Stabilirea relaiilor ecosistemului

FortiSIEM - CMOEB & Business semdices

L2222 Beordurni la nivel de serviciu

FortiSlEM - CMDE & Business services

E Frotectiz

Bl Mlanagementul arkitecturi

Bl Managementul configuratiei repelelar si sistemelor informatice Bl &rhitectura MIS In FortiSIER s& pot defini Business Service Groups unde se urmarese serdiciile critic si interdependentele intre ele
FortiEDR
. . ) . . ) FortiCliznt
B2 Managementul suporgilor de memorie externa B2 Suponi de memorie externa FartiEMs

Evenimente =i alerte pot fi agregate in FortiSIER

B2 Managementul administrarii

E21 Administrarea contarilor

E211 Conturi de administrare

Fortifuthenticator
FortiPar
Poate fi sontrolat si automatizat cu FortiSIEM =i FortiSOAR

B22 Administrarea rerelelor si sistemelor informatice

BE221 Utilizarea sistemelor de administrare

Cerinta este suportata de toate produsele Fortinet
Lag-urile sunt aduse in FortiSIERM
In FartiP Al administrarea parclelor

B4 Managementul mentenantei

B4 Mentenanta repelelor si sistemelor informaties

B4 Mentiners securitate

FortiSIEM
FartiClient
FortiEMS

FartiSOAR

E412 Actualizare resurse

FortiSIER
FortiClient
FartisOaR

E42 Sisteme de contralindustrial. SCADA, - Monitarizare, control i achiziti de date

E421 Sisteme de control industriale

FortiGate cu licenta OT
Fortiklac
FortiSIEM
FaortEDR
FortikOR

C Apararea

C1Managementul Detectiei

C1 Managementul vulnerabilitayilor si alertelor de securitate

CA1 Flusal alertelor de securitate

FaortiEDR
Fortit DR
FortiSIEM
FortiGate

C12 Inregistrarea evenimentelor

C121 Monitorizare evenimente

FortiSIEM

Ci22 Sisteme de management

FortiSIEM

13 Jurnalizarea si asigurares trasabilitaii activitsgilor fn cadrul regelelor si sistemelor de comunicatii

C131 Jurnalizare si trasabilitate

FortiSIEM

C2 Managementul incidentelor de Securitate

C21 Raspuns laincidente de securitate

C21 Flutul inzidentelor

FartiSIEM
FaortiS0arR
Fortinet Incident Besponse Sevices

C212 Monitorizarea incidentelar

FortiSIEM

C213 Gestionarea incidentelor

FortiSIEM
Fartig0AR

C22 Raport inzidente de securitate

C221Raportarea incidentelor

FortiSIEm
FartiSOAR

C23 Comunicarea cu AMNRS] CSIRT Mational

C23 Interconectare nationala

FortiSIEM
FortiSOAR




FortiSIEM Seven Strengths

Compliance & Audits

«  Compliance Management Dashboard

+  Compliance Reports-SOX, HIPAA, PClI, etc.
*  Built-in compliance rules and widgets

Performance & Availability m '
«  Discovery Driven ./ \
«  Configuration Change Detection ~ Behavioural Anomaly Detection

*  Custom Monitoring
*  Synthetic Transaction Monitoring
*  Business Service SLA

* Baseline & Trend Analysis
*  Outlier/Anomaly Detection
*  Flow Analysis

«  Statistical Anomaly Based

"""""  UEBA
BN
ne-
Next- Generation SIEM Security & Operational
Cross-Domain Event Correlation Intelligence

«  Discovery Driven Event Context «  Visual Analytics

«  File Integrity Monitoring - - Dynamic Dashboards

*  Dynamic Identity and Location - ' * Inline Reporting

."" «  Mobile Ready

Infrastructure Discovery

* Relationships Discovery

*  Comprehensive - Physical, Virtual, Cloud
*  Automatic CMDB

* Ping, L2, Range, Smart, AWS Scan

Superior Architecture

«  Unified, HW and VM, single data lake
*  Multi-Tenant (Service Provider Ready)
»  Scale Out Architecture

amn * Role-Based Access Control



CMDB Overview

@ DASHBOARD

[ ANALYTICS

A INCIDENTS

W CASES

B CMDB

|l RESOURCES

= TASKS 4 ADMIN

AWS Account

Device Summary

AWS Instance |

Auto Asset
Discovery
&
Auto Asset
Categorization

L |

Configuration
Auditing

+] 4 =
7 11 10 3 0 0 0
w Devices Routers Firewalls windows Unix ESX AWS Azure
CMDB = Devices > Network Device > Firewall
w MNetwork Device
New Edit Delete Q £ Actior
Agent or Event
Router Switch Mame P Type status Discavered Method Agent Policy Status Status
VPN Gateway FGZ40D: 92.168.3.1 Fortinet FortiOS Pending Sep 10 2019, 02:49:49 PM SNMP Mormal
Network IPS FGZ40D! 0.10.240.1 Fortinet FortiOs Pending Sep 10 2019, 02:48:49 PM SNMP
Security Gateway FGT90D 0.10.100.1 Fortinet FortiOS Pending Aug 22 2019, LOG
WLAN Controller 0.77.1.3 Fortinet FortiOs Pending Aug 22 2019, 10:17:48 PM LOG
WLAN AP FortiGate50B 71.16.255.82 Fortinet FortiOs Pending Sep 10 2019, 02:48:50 PM SNMP Normal
Load Balancer FortiGate90D 10.1.1.1 Fortinet FortiOS Pending Sep 10 2019, 02:48:50 PM SNMP Critical
Multiplexer HOST- 0.10.240.6 Cisco ASA T TUL 24 2019, 01:14:38 PM LOG
Printers P DAS00 72.16.1.2 Palo Alto PAN-0S Pending Sep 10 2019, 02:48:50 PM SNMP Critical
<4
Voice Gateway 72.16.3.10 Juniper 55G Screen05 Pending Jul 24 2019, 01:10:51 PM LOG Critical
WAN Accelerator 5J-Main t 92.168.19.65 Cisco ASA Pending Oct 10 2016, 10:30:05 AM SNMP, PING Normal
b Metwork Segment
¥ Server Summary Properties Monitor Software v Hardware » Configuration uto expand
Windows
General Health Overview
Unix
Mame: FortiGate?0D Access IP: 10.1.1.1 Availability Health: @ Up Performance Health: @
Netware Device Type: Fortinet FortiOS Version: Fortigate-900 v4.00.1,build0279b279,10... Avg CPU Util: 1005 NG Avg Mem Util: 413
» Virtual Infrastructure Importance: Important HW Serial #: .
. Contact Info: Location: usa office Incidents(last 24 hrs)
» Appliance Description: fortigate 900 By Severity: High: 1 Medium: 0 Low: 0 By Category: Av
05400 Pe
. Member of 4 Groups & Se
Generic g
Group #1: /Network Device/Firewall
Workstati isti
oristatian Group #2: /Network Device/Network IPS Slatistics
Storage Group #3: /Network Device/Security Gateway Lreated ERI LR RS Ealios
» Environmental Group #4: /Network Device/WLAN Controller Last Discovered: Sep 10 2019, 02:48:50 PM via SNMP
Last Updated: Sep 10 201%, 02:49:02 PM via SHMP
Interfaces: 5 Processors: 0

Device Detall

© Fortinet Inc. All Rights Reserved. 13




CMDB Business Services

i Business Services Dashbo... % ~ L

Business Services Dashboard «
- A

Business Service Dashboard

All Severity - | Drilldown

~
¥

1 minute -

Update @ 11:35:08

High Incidents: 2
Medium Incidents: 0
Top 5 Impacted Devices: FortiGate90D (1); QA-EXCHG (1)

DHCP/DNS Service

1

High

0

Medium

1

High

0

Medium

0

High

ISO 27001 Service

0

Medium

0

High

NIST 800-53 Service

0

Medium

« Group disparate devices
 Monitor via dedicated dashboards

* Report, alert and monitor critical
services

Business Services Dashboard ~

- a

Business Service Dashboard

Business Service
MName

Auth Service

Organi

Super

DHCP/DNS Service Super

Firewall Service

IS0 27001 Service

Super

Super

NIST 800-53 Service Super

PCI Service

Super

SANS Critical Contr Super

VPN Service

super

Firewall Service

zation Perf Status

]

[

All Severity ~

H Business Services Dashbo... %

Overview

Perf Status Trend

s

Security Status

<+

@

Z 1 minute -

Avail Incidents Perf Incidents Security Incidents

Auth Service - Avail Incidents for
last 24 hours
High: 1
Medium:
Low: 0
Total Unigue Incidents: 1

Update @ 11:35:44

Other Incidents

© Fortinet Inc. All Rights Reserved.
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CMDB Performance and Availability Monitoring

Fortigate90D Health B

availability Status: @ Up  [INENEEIEEEEIINNEN
Performance Status: @ Critical [ NNRNREMM

Uptime: 20d Th Uptime % (30 d): 100% Ping Round Trip: 0 ms

Events Per Second (Avg): 0.32 — e Incidents (Last 24 hr): 1 o .

Top 10 Interface Utilization

1h 5h 1Zh 1d

7d

Hame Received Util sent Util Received 8ps

sent Bps

internal 0% 0% 39Kbps
179Kbps

VPH_2_E0B 0% 0% DEps
08ps

wireless 0% 0% 08ps

100% = Utilizgfion Trend

= Bits/sec Trend

1aNEps
Bis |

6 =
2l ~

Health Summary .

1 =t
Fab Ist, 2014 13)

W Recetved til

Performance Data [ocgooo >

Additional Data
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Fortinet GenAl Advisor

Simplify and automate critical analyst activities that require advanced expertise and valuable time

Provides guidance on playbook templates,
expressions, and builds entire playbooks

Analyzes incidents and alerts,
malware, threat actors, and more

Provides relevant keywords, operators,
filters, and aggregations to easily Suggests threat remediation plans,

construct queries or reports including FortiSOAR playbook
recommendations

T O FONUNe - All Rights Reserved.
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enAl Assistant for FortiISIEM

Interpret logs and incidents, suggest actions, build rich queries and reports using natural language, and more...

X{’ FortisIEM @ Dashboard 14 Analytics A Incidents Case S CMDB L« Resources = Tasks &5 Admin Q Fortinet Advisor B x

Boverview IS List byTime ~ A Successful VPN | agsan utside My Action © Dec 06 2023, 06:07:16 PM You

© Fortinet Advisor 0 = Can you analyze this log and tell me what action should | take? “<86>Dec 6 10:06:33 sp114 sys-

temd: pam_unix(systemd-user:session): session opened for user root by (

622 Total

Action ¥ © Dec 06 2023, 09:50:59 PM  You
Fortinet Advisor @ Dec 06 2023, 06:07:29 PM
Can you analyze this log and tell me what action should | take? "<185>Dec 6 13:50:12 date=2016-09-13
time=13:55:42 devname=FG240D03913800441 devid=FG240D3913800441 logid=0100032002 type=event
subtype=system level=alert vd=root logdesc="Admin login failed" sn=0 user="root’
ui=ssh(221.229.172.66) method=ssh srcip=221.229.172.66 dstip=46.4.19.86 action=login status=failed From Outside M
Severity reason="passwd_invalid” msg="Administrator root login failed from ssh(221.229.172.66) because of in-
valid password”

All Active Incidents for As an Incident and log analysis assistant, | can analyze the log you provided.

from Therez
The log entry you shared is related to a user session being opened on a system. Here are some
key details from the log entry:

e - Timestamp: Dec 6, 10:06:33
gmy : - Hostname: sp114

Fortinet Advisor @ Dec 06 2023, 09:51:11 PM - User: root

Medium [ - Action:

i Based on the provided log, it appears that there was a failed login attempt with the reason "passwd_in- - Performed by id=0)

valid™. The user "FSM_9189044428" tried to log in via SSH from the source IP "221.229.172.66" to the

destination IP "FSM_2030775028".

session opened for user root

Based on this information, it appears that a user with the ID root has initiated a session on the
system sp114. The session was opened by a process with the user ID (uid) 0, which typically rep-

To address this incident, you should take the following actions: resents the root user or a superuser.

1. Verify the user’s credentials: Check if the password for "FSM_9189044428" is correct and up to date.

To determine the appropriate action to take, it would depend on the context and any specific
If not, update the password and inform the user.

concerns or policies you have in place. Here are a few considerations:
2. Investigate any potential security breaches: Look for any suspicious activity or signs of unauthorized ~ . o N R N .
1. User Activity: Review the user's activity and determine if it aligns with expected behavior. If
access. Check the system logs for any related events or anomalies. X
the user is authorized to have a session on the system and their actions are within the scope of
3. Implement additional security measures: Consider implementing measures like two-factor their role, no immediate action may be required.
authentication or IP whitelisting to enhance the security of SSH logins.
2. Privileged User: Since the session was opened by a process with uid=0, it indicates a privi-
leged user initiated the session. It's important to ensure that this privilege is not being misused

or compromised. Review the purpose of the session and menitor any subsequent activities by
“incidentRptDevName”: "FG240D3913800441", LN

"incidentDetail": ™,

Analyze this incident and tell me what action to take

"incidentld”: 1661

209 }
2025 C s

4. Communicate with the user: Inform the user about the failed login attempt and advise them to en-

crira tha rarract nacewnrd ie tead Additianallu adicata tham shaut haet nracticae far cariira lanin nea

What blocking activities will help contain this incident?

Create a report of events per critical incident of the last 30 days

Get the latest known vulnerabilities in my environment




FortiISOAR mapare cerinte NIS

Domeniu ~

Sub-domeniu -

Masura securitate

Implementare

Solutie Fortinet T

B Protectie

C Apararea

B2 Managementul administrarii

B21 Administrarea conturilor

B211 Conturi de administrare

FortiAuthenticator
FortiPAM
Poate fi controlat si automatizat cu FortiSIEM si FortiSOAR

B3 Managementul identitatii si accesului

B31 Managementul identificdrii si autentificarii utilizatorilor

B311 Identificarea utilizatorilor

FortiAuthenticator
FortiPAM
Procedurile se pot automatiza cu FortiSOAR

B4 Managementul mentenantei

B41 Mentenanta retelelor si sistemelor informatice

B411 Mentinere securitate

FortiSIEM
FortiClient
FortiEMS
FortiSOAR

B412 Actualizare resurse

FoOrtisIeEm
FortiClient
FortiSOAR

C2 Managementul incidentelor de Securitate

C21 Raspuns la incidente de securitate

C211 Fluxul incidentelor

FortiSIEM
FortiSOAR
Fortinet Incident Response Services

C213 Gestionarea incidentelor

FortiSIEM
FortiSOAR

C22 Raport incidente de securitate

C221 Raportarea incidentelor

FortiSIEM
FortiSOAR

23 Comunicarea cu ANRSI si CSIRT National

C231 Interconectare nationald

FortiSIEM
FortiSOAR

C233 Gestionare informatii primite de la DNSC

Cerinta procedurala, care ar putea fi automatizata cu FortiSOAR

D Rezilienta

D2 Managementul crizelor

D22 Procesul de gestionare a crizelor

D221 Gestionarea crizelor cibernetice

Fortinet Incident Response Services - Table Top Excersises
FortiSOAR - War Roomis, integrare cu platforme de comunicare
(Teams, etc)

18




Using SOAR with Al to Speed Automation Processes

Centralize, Standardize, and Automate IT/OT Security Operations

s ’ ® set variable

Step Name

Setting a New Variable

Variables:

newvar

CUSTOM VARIABLES
alert_metadata internal_cidr_ranges
6 Start

username  VT_threshold

STEP RESULTS

» ExPAN
» @ Triggering Record | Start Investigation

@ Configurations
~ ) Virus Total | Got Ip Reputation

+ demo |
~ data
+ attributes
id v
~ links Start Investigation
~ relationships
- type
message
status

Y
» ©) Create Record | Create Note For External IP
O Match Source IP in Intern...

|

Is Source IP internal

» @ Decision | Is Source IP In

Maximize Your ROl with FortiSOAR G

Enrich Artifacts to Identify I0Cs

Perform Triaging on Events from SIEM

Submit a Zip to the Detonation Engine

Isolate Affected Devices

Analyze, Create, and Annotate an Incident
Block IOCs on a Firewall (e.g. FortiGate)
Remediation and Incident Response

Prepare and send an Incident Summary Report

TOTAL

Typical ROI for FortiSOAR iIs < 6 months

45 to 60 minutes

20 minutes

1 hour to 6 hours

10 minutes

60 minutes

45 minutes to 2 hours
60 minutes to 6 hours
2 to 3 hours

4.5 TO 15 hours

Zip =2 Artifacts

A

20 minutes

Detonation Engine = Sandbox
IOC - Indicators of Compromise

© Fortinet Inc. All Rights Reserved. 19



Asset &Vulnerability Management @

i

NGFW

@

SIEM

* IT/OT tailored Asset Discovery

o Zone/Level Context based on
Purdue Model

* Integrations with 3" party
Vulnerability Management vendors

» Vulnerability Management and
Orchestration

Display Name &

Search

UPS-APC_North_A_33

RTU_East_Q_13

SCADA_ABB_03

Firewall_CC_DMZ_3

Firewall_104_North_A_2

Workstation-33

Eng-Workstation-Field-201

WSUS-CC-01

Workstation-18

Eng-Workstation-CC-64

BMS-01

SCADA_ABB_02

SCADA_ABB_01

Router_101_GW _North_12

Protection_Relay_North_16

MailServer - 04

SCMS_South_D_04

GW_104_South_D_1115

Fault_MGT_North_A_55

Printer_North_A_078

RTU_South_D_68

Hostname

Search

HMI-UPS_APC_BAT 33

HMI-SSA-13

SCADA-03

Firewall_CC_DMZ_3

Firewall_104_North_A_2

WORKSTATION-33

ENG-WS-FL-201

WSUS-01

10.200.3.23

ENG-WS-64

BMS-01

SCADA-02

SCADA-01

Alcatel_110R_North_12

PR-SSA-16

MailServer -04

HMI-SSA-04

GW_104_SEL_1115

HMI-FM-55

Printer-Substation-HP-078

RTU-SSA-68

IP Address

10.0.1.29

10.0.0.111

192.168.0.7

192.168.54....

192.168.110...

10.200.3.23

10.0.0.230

192.168.10.3

10.200.3.23

10.200.3.23

192.168.4.3

192.168.0.6

192.168.0.5

12.1.1.100

10.0.0.200

198.168.21....

10.0.0.76

10.0.1.1

10.0.0.1 (1)

10.0.0.178

10.0.0.155

MAC Address

Search

E4-55-E5-55-81-L1

E4-62-E5-DF-51-11

00:01:A0:C1:E0:11

00:40:5e:00:53:GC

00:40:5e:00:53:FW

00:01:A0:C1:E0:11

00:01:A0:C1:E0:55

00:01:A0:C1:E0:11

00:01:A0:C1:E0:64

00:01:A0:C1:E0:21

00:01:A0:C1:E0:11

00:01:A0:C1:E0:11

00:01:A0:C1:E0:11

E4-62-E5-DF-51-01

E4-99-E5-DF-51-6C

00:40:5e:00:53:af

E4-62-E5-DF-51-7C

E4-62-E5-DF-51-89

E4-62-E5-DF-51-6E

E4-55-E5-DF-51-01

E4-62-E5-DF-51-11

Asset Criticality Location

Critical

e
e

Very Critical

Critical
Critical

Critical

Search

Transmission-North-Zone-A

Transmission-East-Zone-Q

Control Center-SCADA-Room

Control_Center_DC_Farm

Transmission_North_Zone_A

Control Center-Floor-3

Substation Field

Control Center DC farm

17th Floor

Control-Center-Floor-2

Control Center-SCADA-Room

Control Center-SCADA-Room

Control Center-SCADA-Room

Transmission-North-Zone-A

Transmission-North-Zone-A

Control Center DC Farm

Transmission-South-Zone-D

Transmission-South-Zone-D

Transmission-North-Zone-A

Transmission-North-Zone-A

Transmission-South-Zone-D

Asset Risk

Search v

Asset Status

Search w

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Level

Level 2.5

Level 1

Level 3.5

Asset Tag

Search

Substation

Substation

Control Center

Control Center

Substation

Control Center

Substation

Control Center

Enterprise-IT

Control Center

Control Center

Control Center

Control Center

Substation

Substation

Control Center

Substation

Substation

Substation

Substation

Substation

Property Of

Search

SCADA ops

SCADA ops

SCADA ops

Y

Operating Syster Asset Registra

Other

Other

UNIX

Other

Other

0s X

Windows 10

Server 2012

0s X

Windows 10

UNIX

UNIX

UNIX

Other

Other

Server 2012

Windows 7

Windows 7

Windows 7

Other

Other

© Fortinet Inc. All Rights Reserved.
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[

om

=]

Incident Response -
e Export All Columns As CSV MAKUAL
o ks > O ® Reputation Type Value Country ~ Status First Seen e
Export Visible Columns As CSV

B Events
- Search ] 1 Selected v Search v Search T s Select M search Export Selected Rows As CSV
© Tasks

> [v] 4104 Malicious URL http: falle13net2.com:5511 TBD 05/10/2023 04:50 PM Red Export Visible Columns As PDF
& Campaigns > ] 4112 Malicious Email Address cto_office@seedsofgrace.co.uk TBD 05/10/2023 04:50 PM | Amber | _ |
# Hunts Reset Columns To Default

> [ 4097 Malicious File Password_Update_Guide_8402.docx Excluded 05/04/2023 02:56 PM [ Amber | Get Selected 10Cs
& War Rooms Columns: CREATE RECORD

_ CREATE R

> i i . H
P — [0 4091 Malicious File Password_Update_Guide_7358.docx Excluded 05/03/2023 11:39 AM [ Amber ] v
— . > [0 4092 Malicious URL http:/41.216.182.160/skid.arm? TBD 05/03/2023 11:39 AM Red AR tation

> [ 4093 Malicious IP Address 41.216.182.160 TBD 05/03/2023 11:39 AM [ Amber ]
Vulnerability Management ~

> [] 4088 Malicious IP Address 42.235.67.150 TBD 05/02/2023 06:00 PM [ Amber ] 1
MITRE ATT&CK -

> [ 4082 Malicious File Password_Update_Guide_4128.docx Excluded 05/02/2023 05:40 PM [ Amber | Approval from SOC Direct...
Resources - > [ 4080 Maliclous Email Address cto_office@prweekus.com TBD 05/02/2023 05:35 PM Ll Ldeii L
Reports > [0 4065 Malicious URL http:/103.107.9.37:57575/Mozi.m T8D 04/28/2023 06:00 PM Red
Widget Library > [] 4057 Malicious File Password_Update_Guide_1304.docx Excluded 04/28/2023 05:48 PM

> [ 4061 Malicious Email Address cto_office@netflix-jp-accounts0-se... TBD 04/28/2023 05:48 PM
Content Hub

> [] 4058 Malicious IP Address 117.223.85.3 TBD 04/28/2023 05:48 PM

- Send Email

Simulations

> [] 4053 Malicious IP Address 123.8.135.64 TBD 04/28/2023 04:17 PM SMTP 2.5.0
R > [ 4052 Malicious URL http://123.8.135.64:51689//bin.sh TBD 04/28/2023 04:17 PM
User Community > [0 4045 Malicious URL http:/27.45.14.49:56622/Mozi.m TBD 04/28/2023 03:20 PM

> [0 4044 Malicious IP Address 27.45.14.49 TBD 04/28/2023 03:20 PM [ Amber ]

'
> [] 4038 Malicious URL http://104.244.74.252/mps| TBD 04/28/2023 03:19 PM Red
i Update War Room
Qoo > [] 3955 Malicious File Password_Update_Guide_8958.docx Excluded 04/20/2023 12:53 PM [ Amber ] UPDATE RECORD
FortiSOAR! > [ 3963 Malicious FileHash-MD5 0673d2beBee345c9919dd710609... TBD 04/20/2023 01:04 PM [ Amber | 0673d2beBee345c9919d...

Incident reporting to CSIRT

» Playbooks / Collections / 01 - Drafts / Send_lOC_to_CSIRT

FortiSOAR™ «

Dashboard |ndicat0l’$

v Active Send_|OC_to_CSIRT

Description NIS2: Sending 10Cs to CSIRT Eucyclone
Last Modified 05/13/2023 07:40 AM by CS Admin

Queue & Shift Management

Malicious Indicators e - Indicators By Type By Reputation ° -

CSIRT = NIS2 x + Add Tags

Threat Intel Management

264 ltems - 2 selected




Reporting to Board ¥

»

Dashboard 9 Operational Technology - CIP-COZ -+

BCA Asset ©  PCAAsset TCA Asset

Dash boa rd (7] Operational Technology - CIP-005 ~ C - ot Bre ot P

EACM Devices - _—

lslluumo- Y Q = . @ 13 3 4 s P @ 12 3 a4 s

O IP Address ¥ MAC Address a Hostname Category Vender Asset Criticality ... Asset State .. Zone ESP Zone Facllity Modified On ... AR Gl JEACH A

Search Search Search Search ¥ Search Search ¥ Search ¥ Search ¥ Search Search Select ¥

172.10.11.123 12:D5:T0:67:HO:P2 NWO5 Server Software NetFlow Super High Active Enterprise PPLTESP Pleasnton Plant 10/06/2022 0...

1
172.10.11.123 (1).. 12:D5:TO:67:HO:P2  NWO6 (1) Server Software NetFlow Super High Active Enterprise PPLTESP Pleasnton Plant  10/06/2022 O... s s et o

172.10.11.123 (1)... 12:D5:T0:67:H0:P2 Nwo8 Server Software NetFlow Super High Active Enterprise CPPESP Copperfield Po... 10/06/20220... U L L

172.104.1.10 (1) (.. OD:1E:64:T8:89:56 Firewall - 01 (1) (.. Firewall Hardware Zscalar . High Active Enterprise CPPLTESP Copperfield Po... 10/07/2022 1... ; Unknown Asset

172.10.11.123 (1)  12:D5:T0:67:HO:P2 NWO06 Server Software NetFlow Super High Active Enterprise PPLTESP Pleasnton Plant 10/06/2022 0...

Assets by Criticality = Assets by CIP Asset Type = Assets by Category

Starage Devicdl PLC
Nene M Metum B High © Super Kigh BCA M AT W EAF % CA M Semovable Medlat TCA

BCA Asset List -+ PCAAsset List

23 - T ot
Assets e |

cpu- a5 11} romprivn cou-d7 08
Plessntan Plant Wihaatstoes Sutststion

oo ] e =
om-a7i e, a7
Copperied Pous: Plant Copperttd Powes Plant
e o
et Enterprise n
Avast M Fortinet M Huawei ¥ Sophos M Zscalar JT—— Copperti P

TCA Asset List - EAPAssetlist

Pen Drive - 178 (1) Enterpeise

Plassnten Plant

: zone
Router - 847 12) Enterpeise
Plassnten Plant

Pen Drlve - 256 Enterpeise

Plaasntan Plant Copperfied Pawes Plant

Router - 867 (2) (1) FortiGate - 13 {1} Emorme

Pleasntan Plant Copperfied Pawes Plant
=N
Anuter - 445 (1) (1) (1] Sophaa - 907 {1) (1)

Pleasntan Flant Copperieid Pawes Plant




Crisis Communication

War Room: Suspicious Email: Suspicious Email - Fw: ...

fiive'sy War Room-22 | Suspicious Email: Suspicious Email - Fw: Vulnerability Pa...

Last Modified 05/10/2023 09:31 PM by Playbook

Info Center « |l Dashboard

Launched By Summary

Collaboratio
Time Elapsed

Since the War Room
was setup

21h
44m

Summary

Assets Impacted Artifacts Threat Types
How widespread is the Analyzed Type of threat

threat Malicious Artifacts involved
Traced

1 - 6 1 Suspicious

2 Malicious Email

cto_office@new-hypesquad-join.com

External Email

Adversaries may send spearphishing messages with a malicious attachment to elicit sensitive infc
targeting. Spearphishing for information is an attempt to trick targets into divulging information,
information. Spearphishing for information frequently involves social engineering techniques, sut
to collect information (ex: [Establish Accounts](https://attack.mitre.org/techniques/T1585) or [C«
All forms of spearphishing

are electronically delivered social engineering targeted at a specific individual, company, ¢

a file to the spearphishing email and usually rely upon the recipient populating informatio:

¢ Generate Report & Send Email Update [ Edit Record *, Export Record

Playbook
@

about 5 hours ago

A Host(alle13net2.com) is observed acrq

alerts

+ Reply

A FortiSOAR SME

2 minutes ago
Hi, | found some additional artifact during
forensics,Please find the attached screens
relationships, between artifacts.

+ Reply

; FortiSOAR SME
less than a minute ago

Can you have a look into this? ang

ticket.

+ Reply

Collaboration between OT, IT,
Safety, Engineering and Legal
teams

From NIS2 Directive perspective
Incident reporting obligations
needs to be met in tight deadlines.

Helps to consolidate all the
artifacts and Indicators of
compromise

Easy to track all the vulnerable
and compromised assets, helps in
faster containment and
remediation

23



FortiEDR mapare cerinte NIS

Domeniu E Sub-domeniu Masura securitate Implementare Solutie Fortinet @
FortiEDR
; ; - : ) . FortiClient
B12 Managementul suportilor de memorie externd B121 Suporti de memorie externd i
} ; FortiEMS
Evenimente si alerte pot fi agregate in FortiSIEM
B1 Managementul arhitecturii
B Protectie B16 Protectia impotriva malware B161 Protectie malware
B4 Managementul mentenantei B42 Sisteme de control industrial. SCADA - Monitorizare, control si achizitii de date B421 Sisteme de control industriale
C Apararea C1 Managementul Detectiei C11 Managementul vulnerabilitatilor si alertelor de securitate 111 Fluxul alertelor de securitate
amn . .
- © Fortinet Inc. All Rights Reserved. 24



FortiIEDR Design Principles

Cloud-Native Endpoint Protection, Detection & Response

Kernel-based EPP/EDR client
 Lightweight agent
» Superior visibility
« Evasion resistant

Support for legacy OSes and hybrid
environments with feature parity

Ransomware-proof code tracing

Multi-Data lake without need of
replication with flat licensing

Fully integrated with rich API base
« Superior automated response options
«_Complemented by managed services

amn i i
- Mﬂhll& DEHI:ES © Fortinet Inc. All Rights Reserved. 25



High Marks From 3rd Parties

4.7/5.0

Garner Peer Insights

95%

Customers Recommend Solution

MITRE

ENGENUITY. ¢S5

98%

Overall Sub-Technique

Detection

95%

Analytic Detection
Rate

Zero

Delayed Detections

5 SE Labs

75/75

General Attack

25/25

Targeted Attack

100%

Protection Accuracy

GIGAOM

Only Outperforming
Leader

GIGAOM

RADAR REPORT

LEADER

© Fortinet Inc. All Rights Reserved.
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FortiRecon mapare cerinte NIS

Domeniu| ~

Sub-domeniu

Masura securitate

Implementare -

Solutie Fortinet

T

A Guvernanta

C Apararea

Al Managementul securitatii informatiei

Al3 Acreditarea de securitate

Al131 Acreditarea retelelor si sistemelor informatice

FortiSIEM poate genera rapoarte predefinite de tipul: PCI, COBIT, 50X, 150, IS0 27001,
HIPAA, GLBA, FISMA, NERC, GPG13, SANS Critical Control, NISTB00-53, and NISTB00-171
FortiRecon pentru managementul riscului extern

A19 Gestionarea activelor

A191 Inventarierea si gestionarea activelor

FortiSIEM pentru CMDB inclus
FortiRecon pentru scanare vulnerabilitati externe
FortiClient pentru vulnerabilitate la nivel de statii de lucru
In FortiCare se pot vedea vulnerabilitatile cunoscute pe echipamente Fortinet

C1 Managementul Detectiei

C11 Managementul vulnerabilitatilor si alertelor de securitate

C112 Evaluarea si monitorizarea vulnerabilitatilor

Fortinet Vulnerability Assessment - Professional service
FortiClient - end point vulnerability
FortiRecon - suprafata externa

27
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@) The Ever-Expanding External Threat Landscape

External Exposure

1@1

=
g Storage
Threat Actors :
Fraudulent domains ~GalEgE @ Phishing
Brand
impersonation
Ransomware
T Pe"meter ExpOSUre e molzicl)gl;(:)ps
:_ /’/ . i Vulnerable \\\ Fake social media
Executive e - Mlsconflgured _____________ app“ca‘“ons . o accounts
Data 7 aSSGtS - T T==l - SO
4 e - - -=- S~ N N
Leakage . - =1 ~~. N
e -2 -n- S~ AN
‘ = @ o3
’ cn ,”/ Apps \\\ \\
o EE - & Data Servers PP _ So |§| .
‘ - Rt Websites = ~. _ .
,/ Expiring Certs s Users *+_ Exposed services .
’ P N \
/ . m Endpoints N \
: g [ . \
// loTs % \\
N\
,// ,/(9\}0 \\
/ ©\ Vendor / Supply chain \\
/ .
amn ’ — risks N

—— ' oT
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FortiGuard Global Threat Landscape Report

Most prevalent recon and initial access detections associated with

MITRE ATT&CK techniques

Active Scanning (T1585)
SIPVicious SIP.Scanner 53%
DNS.PTR.Records.Scan 42%
Qualys.Vulnerability Scanner 2.0%
Port.Scanner 0.85%

Nessus Scanner 073%

Exploit Public-Facing Application (T1180)

HTTP.Suspicious. Headers. With. Special.Characters _ B3%

MS.SMBE.ServerTrans. Peeking. Data.Information. Disclosure - 7.4%

- B.2%

Mod bus. TCP. Unauthorized Read. Request. PLC . 30%
Apachel ogd ) ErrorLog. Remote. Code Execution . 0%

SSL.Anonymous . Clphers. Negotiation

Brute Force (T1110)

SSH.Connection. Brute. Force _ 35%
SME.Login. Brute. Force _ 27%
M5.ROP.Connection.Brute.Force [N 17%
My SOL.Login. Brute. Force - 1%

SIP.RegisterBrute.Force [ 61x

Metwork Denial-of-Service (T1498)

TP Montst Commancyoos | 5
PLand [ 15

BlackNurse.|CMP. Type. 3. Code. 3. Flood. Dos - 1%
Memcached. UDPAmplification.Detection . 2.4%
DNS.Amplificatio] Detection ] 18%

Source: https://www.fortinet.com/resources/analyst-reports/threat-report-2h-2023

© Fortinet Inc. All Rights Reserved.
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@ FortiRecon - Understanding Your Posture

Digital Risk Prevention Service

Mitigating risks to your external
attack surface

J
9
S

External Attack

Surface Management
Monitor and remediate external attack surface

Brand Protection

Detect Brand Impersonation, web site
typo-squatting, rogue applications

Adversary Centric

Intelligence
Curated FortiGuard Threat Intelligence

&

Pre-Attack

Reconnaissance Weaponization

External
Attack
Surface
Management

Brand
Protection

Adversary
Centric
Intelligence

[

A

Objectives
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